HNudopmanmonHas namsTKa Jisi HECOBEPIIEHHOJIETHUX MO BOIIPOCAM
kubepOe3onacHocTu B cet «HTepHET»

KoMnblOTEepHbIE BUPYCHI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHIAHOCTH KOMIIBIOTEPHBIX MPOrpamw,
OTIMYUTEIHHON OCOOCHHOCTBHIO KOTOPOU SIBISIETCSI CIIOCOOHOCTh K PAa3MHOKECHHIO
(konmupoBaHMi0). B pomosHeHue K 3TOMY, BHUPYChl MOTYT HOBPEOUTH WM
MOJIHOCTBIO YHUUTOKUTh BCE (Pailyibl U TaHHBIE, TIOJKOHTPOJIbHBIE M1OJIB30BATEIIO,
OT UMEHHU KOTOPOro ObliIa 3amylieHa 3apak€HHas IporpaMma, a TaKKe MOBPEIUTh
WIH JIaXKe YHUYTOXKUTh ONEPAIlMIOHHYIO CUCTEMY €O BceMH (ainamu B 1iesioM. B
OOJBIIMHCTBE CIIy4aeB PACHPOCTPAHSIIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

1. Hcnonb3yili COBPEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOLIUE
CEPBE3HBIN YPOBEHD 3aIUTHI OT BPEIOHOCHBIX MPOTPAMM;
2. [TocTosiHHO ycTaHaBnuBail matyu (UM(POBBIE 3arIaTKH, KOTOPbIE

aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJIbIO JOPAa0OTKH MNPOTpamMMbl) U JIpYyrHe
OOHOBJIEHUSI CBOEH omepanuoHHON cuctembl. CkauumBall HX TOJBKO C
opummanbHoro  caira paszpadborunka OC. Eciaum CylecTByeT  pekuM
aBTOMAaTUYECKOTO OOHOBIICHUS, BKIIOUH €T0;

3. PaboTail Ha cBoeM KOMIIbIOTEpPE MOJ IpaBaMU MOJb30BATENsA, a HE
aMUHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
WHCTAJUTMPOBATHCS HA TBOEM MEPCOHATEHOM KOMITBIOTEPE;

4, Hcronb3yil aHTUBHPYCHBIE TIPOTPAMMHBIC TPOIYKTHI HW3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHIECKUM OOHOBIICHHEM 0a3;

S. Orpannub (U3UYECKUN NOCTYN K KOMIBIOTEPY JUIsl MMOCTOPOHHUX
TN

6. Hcnonp3yil BHENIHUE HOcUTENU WHGOpMAIMHU, Takue Kak (QIelka,
nuck unu dain u3 UarepHeTa, TOIbKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpeiBaii koMmnbloTepHBIE (aliiIbl, MOJYyYEHHBIE W3 HEHAAEKHBIX

UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpbIE MpUcIan TBOM 3HAKOMBIH. Jlydlie yrouHu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

C nomompto WI-FI MOXHO mNOMy4yuTh OECIUIATHBIM WHTEPHET-IOCTYI B
OOIIECTBEHHBIX MecTax: Kade, OTeNsIX, TOPrOBBIX IIEHTPaxX W adporoprax. Tak xe
ABIIAETCS OTJIMYHOW BO3MOXHOCTHIO Bbhixoda B MHTepHer. Ho MHOrme skcneprsl
CUMTAIOT, uTo obmenoctymasie WI-FI cetn He sBIstOTCS 6€30MacHBIMH.

CoBeTbl 0€30nacHOCTH PadoThI B 00111e10CTYHBIX ceTsax WI-FI

1. He nepenaBaii cBO1O JIMYHYI0O MHQOpPMAIMIO Yepe3 OOIIeAOCTYITHbIE
WI-FI cetu. Pabotas B HUX, KeJIaTeIbHO HE BBOJUTH MApOJHU JIOCTYIA, JIOTUHBI U
KaKHe-TO HOMEpPa;

2. Hcnonb3yil 1 OOHOBIIAN aHTUBUPYCHBIE MPOTPaMMbI U OpaHAMAaydp.
Tem cambIM Thl 00€30MacHIlb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOUCTBO;



3. [Tpu ucnonb3oBanuu WI-FI otkmoun ¢ynknuio «OOmmii goctyn K
daiinam u npuHTepam». JlaHHas (YHKIUA 3aKpbiTa MO YMOJYAHUIO, OJIHAKO
HEKOTOPBIE MOJIb30BAaTEIM aKTUBUPYIOT €€ JJIs y00CTBa UCIOJIb30BaHUS B paboTe
Wi yueoe;

4. He ucnonws3yii myomuunsii WI-FI nis mepemaun JU4HBIX JaHHBIX,
HanpuMmep, IS BIXOA B COLIMATIBHBIE CETH WJIM B JICKTPOHHYIO TTOYTY;

5. Hcnonb3yid TOJBKO 3amuiieHHoe coeauHenue depe3 HTTPS, a ne
HTTP, To ecth mpu Habope BeO-aapeca BBOAN UMEHHO «https://»;

6. B mobunsHOM Tenedone otkmoun pyukuuto «I[lonkmouenue k WI-FI
apTomMatnueckn». He pomyckail aBTOMAaTH4YECKOrO MOAKIIOYEHHUS] YCTPOMCTBA K
cetsaMm WI-FI 6e3 TBoero cormacus.

ConmajbHbIe CeTH

CoumanbHas CeTh - 3TO CaUT, KOTOPBIA MPEIOCTABIIIET BO3MOKHOCTD JIFO/ISIM
OCYILIECTBJISITh OOIIEHHE MEXAy co0oii B mHTepHere. Yamie Bcero B HUX IS
KQKJOTO YEJIOBEKa BBIIENSAETCA CBOSA JIMYHAs CTPaHWYKAa, Ha KOTOPOW OH
yKa3bIBaeT O ceOe paznuyHyl0 HH(POpPMALMIO, HAYMHAsg OT MUMEHH, (pamMuiuu u
3aKaH4YMBas JIMYHbIMU QoTorpadusimu. MHOrHe Moib30BaTENN HE TOHUMAIOT, YTO
uH(popmanus, pa3MEIICHHas: UMH B COIIMAIBHBIX CETAX, MOXKET OBbITh HallleHa U
UCIOJb30BaHA KEM YrOJHO, B TOM 4YHCJIE€ HE 00s3aTeNbHO ¢ Olarumu
HaMEpPEHUSIMU.

OcHoBHbIE COBETbI 10 0€30IIaACHOCTH B COMHAJIBHBIX CETHX:

1. Orpanudb CHUCOK JApy3eil. Y TeOs B JApPY3bsiX HE JOJDKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJIEH;
2. 3amuinai CBOIO YacTHYIO Xu3Hb. He ykaspiBail maposu, TeneQoHsl,

anpeca, JaTy TBOEr0 pPOXICHUS U JPYryl0 JIMYHYIO  HH(POpMAIHIO.
3110yMBIIUICHHUKHA MOTYT UCITOJIB30BaTh Jake MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuinai CBOIO pemyTaluio - JEpKU €e B YUCTOTE W 3ajiaBaii cebe
BOIPOC: XOTEN ObI Thl, YTOOBI APYTHUE MOJIB30BATENN BUIEIH, YTO ThI 3arpyKaeulb?
[Togymaid, mpexxJie YeM 4TO-TO ONMyOJUKOBATh, HAIIUCATh U 3arpy3UTh;

4, Ecnu Thl roBOpUILL C JIFOJIBMH, KOTOPBIX HE 3HACIlb, HE HCIOIb3YH
CBOE pEaIbHOE UMS U JPYTYI0 JIMYHYIO MH(OpMalUU: UMs, MECTO KUTEIbCTBA,
MECTO y4eObl U Ipoyee;

S. N30erait pazmenienust potorpaduii B UuTepHeTe, rae Tbl H300paxeH
Ha MECTHOCTH, IO KOTOPOI MOXHO OMPEICITUTh TBOE MECTOTOIOKECHHE;
6. Ilpu peructpauuu B COLMAIBHOW CETH HEOOXOIMMO HCHOJIb30BaTh

CJIOXHBIEC TIAPOJIH, COCTOSIUE U3 OYKB U IU(P U C KOJUISCTBOM 3HAKOB HE MECHEE
8,

1. Jlnst  conuanbHOM CETH, MOYTHI W JAPYTHX CaWTOB HEOOXOIUMO
WCITOJIB30BaTh pa3Hble mapoyn. Torma eciu TeOsi B3JIOMAIOT, TO 37T0YMBITINICHHUKH
MOJy4aT AOCTYH TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpazy.

DJICKTPOHHDbIE TeHbLI'H




DNEeKTPOHHBIE JEHBI'U — 3TO OYEHb YAOOHBIA CHOCOO IMIaTekel, OJHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

SHCKTPOHHLIC JACHBI'H IIOABHJIIMCH COBCCM HCAAaBHO 1 MMCHHO HM3-3a 3TOI'O BO
MHOTI'HX T'OCYyIapCTBax J0 CHUX IIOP HC IIPOIIHUCAHO ITPO HUX B 3dKOHAX.

B Poccun xe oHM (QyHKIIMOHMPYIOT U O HUX YXE MPOMHUCAHO B 3aKOHE, Te
UX pa3AeiIOT HAa HECKOJIBKO BUIOB - aHOHMMHBIE U HE aHOHUMMHBbIE. PasHuna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UACHTU(UKAIIMM  TOJIb30BATENs, a B HE AHOHHUMHBIX HJAEHTU(UKALNUU
I0JIb30BATEIS SABJIAETCS 003aTEIbHOM.

Taxxe criemyer pa3nuyaTh OJJIEKTPOHHBIC (HUATHBIE JEHBIU (PaBHBI
TOCY/IapCTBEHHBIM BalllOTaM) M DSJEKTPOHHbIE HE(PHUATHBIC NEHBIH (HE paBHBI
rOCy/1IapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 10 0€30IIaCHOM padoTe € JJIEKTPOHHBIMHM JeHbIAMHU:

1. [IpuBskn K cyeTy MOOMIBHBIM TenedoH. DTO camblii yAOOHBIN U
OBICTpBI CMOCOO BOCCTAHOBUTH JOCTYN K cueTy. IlpuBsizannsiii TenedoH
MIOMOJKET, €ciau 3a0ylellb CBOW IUIATEXHBIM Mapoib WIM 3aijelllb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnons3yir ogHopa3oBeie mapoiid. [locime mepexona Ha YCHIIEHHYIO
aBTOpHU3alMI0 TeOe yXe He OyJeT yrpokaTh ONAacHOCTh Kpa)Ku WJIM IepexBaTa
IUIATEKHOTO MAapOJIs;

3. Bri6epu cnoxubiit maposb. [IpectynmaukaMm OyeT He MPOCTO yrajaaTh
CJIIOXHBIM Mmaposb. HajxexHple mapoiaud — 3TO MapoJiv, KOTOPBIE COAEpPIKAT HE
MEHee 8 3HAKOB M BKIIIOUAIOT B C€0s CTPOYHBIC M MPOMHUCHBIC OYKBBI, ITUGPHI U
HECKOJIbKO CHMBOJIOB, TaKME€ KaK 3HAK JI0JUiapa, (PyHTa, BOCKIMIIATEILHBIN 3HAK U
T.11. Hanmpumep, StROng!;,

4, He BBOM CBOM JINUHBIE TaHHBIE HA CaliTaxX, KOTOPBIM HE JI0BEPSECUIb.

DJICKTPOHHAS MOUYTA

DJIEKTPOHHAS MOYTa - 3TO TEXHOJIOTHSI U MPEAOCTABIISIEMbIC €10 YCIYTH 110
MEePEChUIKE U MOJYYCHUIO IJIEKTPOHHBIX COOOIIEHUI, KOTOPBIE paclpeesioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJISIUT
CJICAYIOIIMM 00pa3oM: UMsI_TIOJIb30BaTeNsA(@uMs_JToMeHa. Takke KpoMe nepenadn
IIPOCTOr0 TEKCTA, HMEETCS BO3MOKHOCTD IIepeaBaTh (haibl.

OcHOBHBIE COBETHI 10 0€30MaCHOM padoTe € JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBuiibHBIA MOYTOBBIA cepBuc. B MHTepHeTe ecTh
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlle IOBEPSAThH TEM,
KOTI'0 3HACIlb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBaili B Ju4yHON moute Ju4yHyr uHpopmanuto. Hampumep,
Jy4iie BhIOpaTh «My3bIKaNbHbINA _(haHaT(@» nim «pok2013» BMecTo «remal 3»;
3. Hcnonp3yil ABYXATAaHYKO aBTOPU3ALMIO. JTO KOrAa MOMUMO IMapOs

HY>KHO BBOJUTH KO/I, TpUChUIaeMbIil o SMS;



4, Bri6epu cioxHbBINA mapoib. s Kaxaoro mouyTtoBOro siyKa JTOJKEH
OBITh CBOM HAJCKHBIN, YCTOWUYUBBIN K B3JIOMY TIapOJib;

5. Ecnu ecth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMYHBIA BOMPOC,
HCIOJIb3YH 3Ty BO3MOXHOCTb;
6. Hcrnonb3yli HECKOJIBKO IMOYTOBBIX SIIUMKOB. lIepBbIM IS 4acTHOM

NEPEeNUCKU C aJpecaTaMiu, KOTOPbIM Thl JOBEpACIIb. DTO JIECKTPOHHBIA aJpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMU Ha OopyMax U CalTax;

7. He otkpsbiBaii (haiisel U Apyrue BIOKEHHS B MMMCbMAax JaKe €CIIM OHU
NPUILUIA OT TBOMX Apy3el. Jlydille yTOUHM y HUX, OTIPABISIIM JIM OHH TEOE ITH
Gaitnbr;

8. [Tocne oxoH4aHMsI paOOTHI Ha MMOYTOBOM CEPBHUCE MEPE] 3aKPBITUEM

BKJIQJIKU C CAUTOM He 3a0y/ib HakKaTh Ha « BBIATHY.

Kuoepov/JIMHT HJIM BUPTYAJbHOE U31€BATEJILCTBO

KubepOymmuar -  mpecienoBaHue  COOOIICHUSIMHU,  COAEpKaIIUMU
OCKOpOIIeHMS, arpeccuiro, 3aIyTUBAHHE; XYJIHTaHCTBO; COIMAITBHOE
OOMKOTUPOBAHUE C TOMOIILIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KUOEPOYIIMHIOM:

1. He Opocaiics B 0oil. Jlydmmii cmoco0: MOcOBETOBaThCA Kak ceOst
BECTH M, €CJIM HET TOTr0, K KOMy MOXHO OOpaTHUTHCS, TO BHAuYaje YCTOKOUTHCS.
Ecnu ThI HauHemb OTBEYaTh OCKOPOJIEHUSIMHU Ha OCKOPOJICHHUS, TO TOJBKO eIlle
O0JbIIE pa30kKKEIb KOHPIUKT;

2. VYrpasnsii cBoelt kubeppenyTrauuei;

3. AHOHMMHOCTH B ceTd MHHUMas1. CyIIeCTBYIOT CIIOCOObI BBISICHUTb, KTO
CTOUT 332 aHOHUMHBIM AKKayHTOM,;

4, He cTout Bectn XynuraHckuii 00pa3 BUPTyabHOU *Ku3HU. HTEpHET
buKCUpyeT BCe TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYAHUTEIIBHO;

5. Benu ce0s BexIuBO;

6. UrHopupyii eauHUYHbIA HeratuB. OAHOpPa30BbIE OCKOPOHUTENIbHBIE

cooOlleHUsI Jydine urHopupoBaTb. OOBIYHO arpeccus MpeKpalaercs Ha
HavaJIbHOM CTaJuu;

1. ban arpeccopa. B nporpamMmax oOMeHa MTHOBEHHBIMHU COOOIIECHUSIMH,
B COIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTHPABKH COOOIIEHUM C
OTIPEICJICHHBIX aJPECOB;

8. Ecou Th1 cBuaerens kuOepOysmumHra. TBOW JEMCTBUS: BBICTYNHUTH
NpPOTUB TIPECieNoBaTeNs, IOKa3aTb €My, 4YTO €ro JEHCTBUS OLICHUBAIOTCS
HETaTUBHO, MOJAJAEPKaTh KEPTBY, KOTOPOW HYKHA IICHUXOJIOTUYECKAS] MOMOIIb,
COOOIIUTH B3POCIIBIM O (DaKTe arpeCCUBHOTO MOBEJICHHUS B CETH.

MoOuabLHbIN TeJaedoH

CoBpeMeHHbIe CMapTQOHBI U TJIAHIIETHI COJIEPXKAT B ce0€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMITbroTepamMu. OHAKO, CPEACTB 3AIUTHI IS TIOJIOOHBIX YCTPONUCTB TIOKA OYEHB



Maiio. TecTMpoBaHWE W TIOWCK YSI3BUMOCTEM B HHUX MPOUCXOAUT HE TakK
WHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX TPUITOKCHHM.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl yXKe MPaKTHUYCCKH JIOTHAIH
HACTOJIbHBIE AaHAJOTH, OJHAKO pacHHpeHue (yHKIMOHANa BIeYeT 3a coOoM
OOJIBIIYIO CJIOKHOCTD U MEHBIIIYIO 3aIMIICHHOCTb.

I[aJ'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJICHI/IH, 3aKPBIBAIOIINC
KPUTUICCKUC YA3BUMOCTHU IAJISI CBOUX YCTPOﬁCTB.

OcHoOBHBIE COBETHI JJI51 0€30IACHOCTH MOOMJIBHOTO Tesied)oHa:

1. Bynb ocToposkeH, Beb Korja Teoe mpeasiaraloT OecriaTHbIM KOHTEHT,
B HEM MOT'YT OBITh CKPBIThI KAKHE-TO IJIATHBIE YCIYTH;

2. Hywmaii, npexzae yem otnpaBuTh SMS, ¢poro win Bumeo. Tl TOUHO
3Haelllb, T/I€ OHU OYJyT B KOHEUHOM UTOTE?

3. Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTdhoHa;

4, Hcrnonb3yil aHTUBUPYCHBIE IPOTPaMMBbI JUISI MOOMIIBHBIX TeJIE(OHOB;

S. He 3arpyxail npuiaokeHusi OT HEU3BECTHOIO MCTOYHUKA, BElIb OHU
MOTYT CO/IEPKaTh BPEAOHOCHOE MPOTpaMMHOE 00€CIICUEHHUE;

6. [locne TOro kKak Tbl BBIMAEHIL C CaWTa, TJ€ BBOAWI JIMYHYIO
nH(opMaluio, 3aiiiu B HACTPOIKK Opay3epa u yaanu cookies;

1. [lepuoauyecku MpoBepsd Kakue IJIATHBIE YCIYTM aKTUBUPOBAHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOil HOMEp MOOMJIBHOTO TeNEePOHA TOJIBKO JIFOISIM, KOTOPBIX
ThI 3HACIIIb U KOMY JIOBEPSICIIIb;

9. Bluetooth gomkeH OBITH BBIKIIOUEH, KOTAa Thl UM HE TIOJIb3YECIIhCS.

He 3a0bI1Baii mHOr 1@ IPOBEPATH ITO.

@OUINHHI WK KPaKa JUYHbIX JJAHHbIX

['naBHast menp GUIIMHT — Buia VIHTEepHET-MOIIEHHUYECTBA, COCTOUT B
NOJYYCHUN KOH(DHMICHIIMAIBHBIX IaHHBIX M0JIb30BATEICH - JIOTHHOB M TapoJici.
Ha anrmuiickom si3bike phishing uurtaercss kak ¢umuar (ot fishing - psiOHas
JIOBJIs1, password - TapoJib).

OcHoBHBIE cOBeTHI 10 00pbOEe ¢ PUIMHTOM:

1. Cneam 3a CBOMM aKKayHTOM. EciH Thl MOJo3peBaciib, YTO TBOS
aHKeTa OblUIa B3JIOMaHa, TO HEOOXOAWMO 3a0JIOKUPOBaTh €€ U COOOIIHUTH
aIMIHHUCTPATOpPaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Hcnone3yit Oe3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-
Mara3uHOB U MTOMCKOBBIX CHCTEM;
3. Hcrnonp3yil CIOXKHBIE U pa3HbIe Mapoiiu. TakuMm oOpa3oM, eciu TeOs

B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKH MOJy4aT JOCTYI TOJIBKO K OJIHOMY TBOEMY
poUITI0 B CETH, a HE KO BCEM.

4, Ecnu Tebst B3noManu, TO HEOOXOIMMO MpEAYyNpEeAUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIEe J0OaBJIEHBI Yy T€OS B APY3bsX, O TOM, YTO T€OsI B3JIOMAJIU U,



BO3MOYKHO, OT TBOETO HMEHH OYJIET PacChlIaThCS CIIaM M CChUIKHA Ha (DUIITMHTOBBIE
CaAWTHhI;

5. VYcranoBu HagexHbIM aposib (PIN) Ha MoOMITIBHBIN TenedoH;
6. OTkJTI0uM coOXpaHeHue napodsi B Opaysepe;
7. He oTkpsiBaii ¢aiinpl u Apyryue BIOKCHHS B MUChMaX JaKe €CIIU OHU

NPUILIA OT TBOMX JApy3ei. Jlydie yToyHHM y HHX, OTIPABISUIA JH OHH TeOE ATH
(aitnbl.



